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Our collective of legal, policy, and technical researchers 
engages with policymakers and industry to create 
actionable proposals to address current demands and 
fundamental insights to understand the future as it arrives.

Launched by Pitt’s Chancellor Pat Gallagher in 
January 2017.

University-wide institute providing an interdisciplinary 
environment for tackling cyber challenges. 

Brings the breadth of one of the world’s leading public research 
universities to bear on the critical questions of networks, data, 
and algorithms – with a focus on the ever-changing gaps 
among law, policy, and technology.



Election 
Security Threats

“We were attacked in 2016. The target was not 
ships or airplanes or buildings, but the 
machinery of our democracy. We will be 
attacked again. We must act – or leave our 
democracy at risk.” 
Amb. R. James Woolsey, Director of Central 
Intelligence, 1993-1995

“Our adversaries and strategic competitors probably already are looking to 
the 2020 US elections as an opportunity to advance their interests. More 
broadly, US adversaries and strategic competitors almost certainly will use 
online influence operations to try to weaken democratic institutions, 
undermine US alliances and partnerships, and shape policy outcomes in 
the United States and elsewhere.”
Dan Coats, Director of National Intelligence

“I expect to see them back in 2018, especially in 
2020.”
James Comey, FBI Director, 2013-2017

“If there has ever been a clarion call for vigilance and action against a threat to the 
very foundation of our democratic political system, this episode is it.”
James Clapper, Director of National Intelligence, 2010-2017

“The 2018 mid-term and future elections are clearly 
potential targets for Russian hacking attempts.”
“The American public’s confidence that their vote counts 
— and is counted correctly — relies on secure election 
infrastructure.”
Secretary of Homeland Security Kirstjen Nielsen



Pennsylvania’s 
Election Security 
Threats

Pennsylvania’s election security is among the 
most vulnerable in the nation.

In 2007, a professor and his graduate student 
hacked into voting machines used today in PA 
in under 7 minutes.

More than 80% of Pennsylvanian’s vote on 
machines that have no verifiable audit trail.

In 2017, PA was notified that it was one of 21
states whose registration systems Russian 
hackers tried to penetrate.

PA received a “D” grade from a Center for 
American Progress report assessing state 
election cybersecurity.

“Pennsylvania is holding back the whole country and 
putting it at risk.” 
J. Alex Halderman, Director, Center for Computer Security and 
Society, University of Michigan



The Blue Ribbon Commission on Pennsylvania’s Election 
Security

David Hickton – Founding Director, Pitt Cyber; former US Attorney for the 
Western District of Pennsylvania (co-chair)
Paul McNulty – President, Grove City College; former Deputy Attorney General 
of the United States; former US Attorney for the Eastern District of Virginia (co-
chair)

*Affiliations are provided for identification purposes. 
Commissioners are serving in their personal capacities. 

Senior Advisors
Charlie Dent – Former US Congressman, 15th District of Pennsylvania
Paul H. O’Neill – 72nd Secretary of the US Treasury
Dick Thornburgh – Former Governor, Pennsylvania; former Attorney 
General of the United States; former Under-Secretary-General of the 
United NationsJim Brown – Former Chief of 

Staff to US Senator Robert P. 
Casey, Jr; former Chief of 
Staff to Pennsylvania 
Governor Robert P. Casey
Esther L. Bush – President 
and CEO, Urban League of 
Greater Pittsburgh
Mary Ellen Callahan –
Former Chief Privacy Officer, 
US Department of Homeland 
Security
Susan Carty – President, 
League of Women Voters of 
Pennsylvania
Nelson A. Diaz – Retired 
judge, Philadelphia Court of 
Common Pleas
Jane Earll – Attorney; former 
Pennsylvania State Senator
Douglas E. Hill – Executive 
Director, County 
Commissioners Association of 
Pennsylvania

Mark A. Holman – Partner, 
Ridge Policy Group; former 
Deputy Assistant to the 
President for Homeland 
Security; former Chief of Staff 
to Pennsylvania Governor 
Tom Ridge
Ken Lawrence – Vice Chair, 
Montgomery County Board of 
Commissioners
Mark A. Nordenberg – Chair 
of the Institute of Politics, 
University of Pittsburgh; 
Chancellor Emeritus of the 
University; Distinguished 
Service Professor of Law
Grant Oliphant – President, 
The Heinz Endowments
Pedro A. Ramos – President 
and CEO, The Philadelphia 
Foundation
James C. Roddey – Former 
Chief Executive, Allegheny 
County

Marian Schneider –
President, Verified Voting; 
former Pennsylvania Deputy 
Secretary of State for 
Elections and Administration
Bobbie Stempfley – Director, 
CERT Division, Software 
Engineering Institute, 
Carnegie Mellon University
David Thornburgh –
President and CEO, 
Committee of Seventy
Sharon Werner – Former 
Chief of Staff to US Attorneys 
General Eric H. Holder, Jr. 
and Loretta E. Lynch
Dennis Yablonsky – Former 
CEO, Allegheny Conference 
on Community Development; 
former Pennsylvania 
Secretary of Community and 
Economic Development 



The Blue Ribbon Commission on Pennsylvania’s 
Election Security:  GOALS

Ensure public, media, 
and policymaker 
awareness of election 
security vulnerability as 
a critical issue for 
Pennsylvania

Initiate attention for 
remedying 
vulnerabilities, 
including funding and 
related necessary 
efforts

Drive consideration of 
the commission’s 
recommendations for 
improving 
Pennsylvania's election 
security architecture

Place Pennsylvania as 
a national model for 
electoral cybersecurity



The Blue Ribbon Commission on Pennsylvania’s 
Election Security:  WHAT WE STUDIED
The commission released a final study on January 29, providing practical recommendations to 
state and local Pennsylvania officials to better secure the state’s elections.

The assessment included vulnerabilities in the

resilience and recovery of Pennsylvania’s electoral system 
following a potential breach

cybersecurity of voter registration, rolls, and databases

cybersecurity of voting machines, tabulation, and 
storage



Current election threats 
and vulnerabilities

The Blue Ribbon Commission on Pennsylvania’s 
Election Security:  WHAT WE FOUND

Nation-state adversaries

Vulnerable voting equipment

Vendors and supply chains

Lack of contingency planning



https://www.nytimes.com/video/opinion/100000005790489/i-hacked-an-election-so-can-the-russians.html

https://www.nytimes.com/video/opinion/100000005790489/i-hacked-an-election-so-can-the-russians.html


The most important thing 
Pennsylvania can do to improve its 

election security is implement 
paper ballots with risk-limiting 

audits.

The Blue Ribbon Commission on Pennsylvania’s 
Election Security - RECOMMENDATIONS



The Blue Ribbon Commission on Pennsylvania’s 
Election Security - RECOMMENDATIONS



The Blue Ribbon Commission on Pennsylvania’s 
Election Security:  POLITICAL REALITIES

Congress provided 
for PA

$13.5 
MILLIO

N

Amount in Gov. Wolf’s 
budget

$15 
MILLIO

N

CCAP estimate to replace 
outdated voting machines

$125 
MILLIO

N

We could replace our outdated voting machines for $9.76 for every 
Pennsylvanian



Urge General Assembly funding for new voting systems

Urge additional federal funding for election security

Ensure Allegheny County replaces its outdated voting systems with hand-
marked paper ballots (and ballot-marking devices for accessibility)

Volunteer as a poll worker, especially if you have cybersecurity training

Support continued attention to election security, not just voting machines

What You Can Do Today





Find out more at 
www.cyber.pitt.edu/commission


